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5G and O-RAN Security Review Towards 6G

Security and Privacy attacks on Cellular Networks

Part 1:  From 4G to 5G Systems Security
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Mobile Networks Security

Why do we care?
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Mobile Networks Security – Why do we care?
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Mobile Networks Security – Why do we care?
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5G Security

New Features Review
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Why is 5G more Secure?
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4G Vulnerabilities 5G SA

No concealment of permanent identifiers.

No specific policies for GUTI reallocation.

Lack of randomness and the use of XOR in AUTS

UP Confidentiality Optional Support

UP Integrity Optional Support

No security for initial NAS message 

Concealment of SUPI, the SUCI.

GUTI reallocation after Registration and Service 
Request.

New 5G-AKA supported by the new Core NFs

UP Confidentiality Mandatory Support

UP Integrity Mandatory Support

Mandatory protection of Initial NAS message
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UE Security 
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SUPI: Subscription Permanent Identifier

SUCI: Subscription Concealed Identifier 

Concealment of 
permanent 
identifiers

Enhancements:

5G Security Enhancements



5G Security Enhancements
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5G Security Enhancements
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UE Security 

Capabilities

CP and UP 

Security

5G Primary 

Authentication

Subscriber 

Identifiers

Enhancements:

(NAS) Identity Transfer

(NAS) Identity Request

(NAS) Identity Response: 

SUCI or 5G-GUTI

(NAS) Authentication

(NAS) Authentication 

Response: RES, MAC

(NAS) Authentication Request: 

RAND, AUTN, ABBA

EAP-Success

Three new 
authentication 
methods: 5G-AKA, 
EAP-AKA’ and EAP-
TLS

5GC5G UE



5G Security Enhancements
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UE Security 

Capabilities

CP and UP 
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Identifiers
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architecture, Network 
Functions are taking 
active roles
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SIDF
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(NAS) Identity Transfer

(NAS) Identity Request

(NAS) Identity Response: 

SUCI or 5G-GUTI

(NAS) Authentication

(NAS) Authentication 

Response: RES, MAC

(NAS) Authentication Request: 

RAND, AUTN, ABBA

EAP-Success

Three new 
authentication 
methods: 5G-AKA, 
EAP-AKA’ and EAP-
TLS

Enhancements:

5GC5G UE



5G Security Enhancements
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UE Security 
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CP and UP 

Security
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5G Security Enhancements
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UE Security 
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UE Security 
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CP and UP 
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Identifiers
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and NEA

Adding mandatory 
confidentiality 
protection to initial 
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5GC5G UE gNB

(NAS) Authentication

(NAS) Security Mode Command

(RRC) Security Mode 

Command

(NAS) Registration Complete

(RRC) Security Mode 

Command
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support for integrity 
protect UP data

Enhancements:



5G Security Enhancements
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UE Security 
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Security

5G Primary 

Authentication

Subscriber

Identifiers

Confidentiality Integrity

EEA
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5G Analysis Tools

Commercial and Open-source
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4G and 5G Analysis Tools
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● Costly software license
● Make use of regular SIM cards
● Network Analysis within the UE sight

Commercial 
Protocol 

Analysers



4G and 5G Analysis Tools
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● Costly software license
● Make use of regular SIM cards
● Network Analysis within the UE sight

Commercial 
Protocol 

Analysers

Open Source 
Protocol 

Analysers

● 4G and 5G support
● No 5G Protocol Analyser Implementations
● Free availability, redistribution and modification
● Radio Link Analysis (Both Uplink and Downlink)
● SDR based



5G Security In the Wild

Reality Versus Expectations
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▪ O. Lasierra, G. Garcia-Aviles, E. Municio, A. Skarmeta, and X. Costa-Pérez, “European 5G Security in the Wild: Reality versus Expectations”, In 

Proceedings of the 16th ACM Conference on Security and Privacy in Wireless and Mobile Networks (WiSec '23). 

https://doi.org/10.1145/3558482.3581776 https://dl.acm.org/doi/abs/10.1145/3558482.3581776

▪ O. Lasierra, N. Ludant, G. Garcia-Aviles, E. Municio, G. Noubir, A. Skarmeta, X. Costa-Pérez, “Unmasking 5G Security: Bridging the Gap 

Between Expectations and Reality”, TechRxiv, to be published https://www.techrxiv.org/doi/full/10.36227/techrxiv.172055660.06334898

https://dl.acm.org/doi/abs/10.1145/3558482.3581776
https://www.techrxiv.org/doi/full/10.36227/techrxiv.172055660.06334898
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Murcia = M

Alicante = A

Valencia = V

Castellón = C

Tarragona = T

Barcelona = B



Data collection locations
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European 5G deployments

● 2 network operators (Operator A and B)
● 70% of the countries in the EU
● Same or Similar 5G infrastructure

Murcia = M

Alicante = A

Valencia = V

Castellón = C

Tarragona = T

Barcelona = B



● Android application
● Wireless information of air interface
● Make use of regular SIM cards
● Network Analysis from the UE side

5G Data Collection methodology

25

Keysight Nemo Handy 
Handheld 
Measurement Solution

5G User 
Equipment

5G Base 
Station

Radio Access 
Network



● Android application
● Wireless information of air interface
● Make use of regular SIM cards
● Network Analysis from the UE side

5G Data Collection methodology
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Keysight Nemo Handy 
Handheld 
Measurement Solution

Set 
Airplane 

mode ON

START data 
collection 
process

Set 
Airplane 

mode OFF

Initial 
Registration 

and 
configuration

ICMP Traffic 
generationICMP Traffic 

generationICMP Traffic 
generation

STOP data 
collection 
process
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Security Evaluation
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None of the mobile networks analyzed are 5G SA
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5G Security Features

31

5G-GUTI Refresh

SUPI Concealment

5G Authentication

● Ciphering Subscriber Permanent Identifiers

● AKA using new 5G Core Network Functions

● Refresh temporary identifiers after Registration 
Procedure and Service Request



5G Security Features
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5G-GUTI Refresh
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5G Authentication

(PHY) MIB and SIB1
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5G Initial Registration Procedure
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(NAS) Identity Transfer

● Ciphering Subscriber Permanent Identifiers

● AKA using new 5G Core Network Functions

● Refresh temporary identifiers after Registration 
Procedure and Service Request

5G CN
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SUPI Concealment

5G Authentication

● Ciphering Subscriber Permanent Identifiers

● AKA using new 5G Core Network Functions

● Refresh temporary identifiers after Registration 
Procedure and Service Request
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5G Security Features
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NAS Integrity and Confidentiality

RRC Integrity and Confidentiality

UP Integrity and Confidentiality

● Protect the initial NAS message

● Protect the Access Stratum Control plane messages

● Protect the User traffic data

5G Algorithms expected:
● Confidentiality: 5G - NEA
● Integrity: 5G - NIA



5G Security Features

37

NAS Integrity and Confidentiality

RRC Integrity and Confidentiality

UP Integrity and Confidentiality

(PHY) MIB and SIB1

(RRC) Setup 

(NAS) Authentication

(NAS) Security Mode Command

(RRC) Security Mode Command

(RRC) UE Capability Information

(NAS) Registration Complete

(RRC) Security Mode Command

gNBUE

(NAS) Service Request

(RRC) RRC Reconfiguration

Registration 
procedure

(RRC) RRC Setup

(NAS) Registration Request

(NAS) Identity Transfer

5G Initial Registration Procedure

● Protect the initial NAS message

● Protect the Access Stratum Control plane messages

● Protect the User traffic data

5G Algorithms expected:
● Confidentiality: 5G - NEA
● Integrity: 5G - NIA

5G CN



5G Security Features

38

(PHY) MIB and SIB1

(RRC) Setup 

(NAS) Authentication

(NAS) Security Mode Command

(RRC) Security Mode Command

(RRC) UE Capability Information

(NAS) Registration Complete

(RRC) Security Mode Command

gNBUE 5G CN

(NAS) Service Request

(RRC) RRC Reconfiguration

Registration 
procedure

(RRC) RRC Setup

(NAS) Registration Request

(NAS) Identity Transfer

5G Initial Registration Procedure

(PHY) MIB and SIB1

(RRC) Setup 

(NAS) Authentication

(NAS) Security Mode Command

(RRC) Security Mode Command

(RRC) UE Capability Information

(NAS) Registration Complete

(RRC) Security Mode Command

gNB

(NAS) Service Request

(RRC) RRC Reconfiguration

(RRC) RRC Setup

(NAS) Registration Request

(NAS) Identity TransferNAS Integrity and Confidentiality

RRC Integrity and Confidentiality

UP Integrity and Confidentiality

● Protect the initial NAS message

● Protect the Access Stratum Control plane messages

● Protect the User traffic data

5G Algorithms expected:
● Confidentiality: 5G - NEA
● Integrity: 5G - NIA



Security Evaluation

39



Security Evaluation

40



Security Evaluation
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Tarragona Operator B 
has 4G Deployment



5G Data Analysis
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Confidentiality and 
Integrity

5G Algorithms equivalence:
● nea2
● nia2



5G Security Features
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UE Radio CapabilitiesUE Radio CapabilitiesUE Security Capabilities

UE Radio Capabilities

● Field within initial NAS message 
● UE integrity and confidentiality supported  algorithms

● UE capabilities for radio access
● Send after RRC SMC



5G Security Features
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Security Evaluation
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Security Evaluation
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[16] Shiyue Nie et al. 2022. Measuring the 
Deployment of 5G Security Enhancement.



Attacks in 5G Commercial Networks
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Found Vulnerabilities

No concealment of permanent identifiers
No specific policies for GUTI reallocation.

Lack of randomness and the use of XOR in AUTS

UP Confidentiality Optional Support

UP Integrity Optional Support

Not security transfer of UE Radio Capabilities 
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Credentials

IMSI Catching
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Attacks in Actual 5G Commercial Networks
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No 

Confidentiality

No 

Integrity

Eavesdropping Manipulation

Attacks in Actual 5G Commercial Networks
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5G Security in the Wild 
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Security evaluation of commercial European mobile networks, unmasking supported 5G SA 
security features



5G Security in the Wild
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Comparison between 5G SA and NSA implemented security features.



5G Security in the Wild
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Evaluating the behaviour of temporary identifiers over time.
• Identifiers change not following proper randomization, leading to some traceable patterns
• Different mobile network carriers showed similar patterns
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5G SA NAS Messages
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5G-GUTI Refresh

SUPI Concealment

5G Authentication

(PHY) MIB and SIB1

(RRC) Setup 

(NAS) Authentication

(NAS) Security Mode Command

(RRC) Security Mode Command

(RRC) UE Capability Information

(NAS) Registration Complete

gNBUE

Registration 
procedure

(NAS) Identity Transfer

5G Initial Registration Procedure

(NAS) Registration Request

● Ciphering Subscriber Permanent Identifiers

● AKA using new 5G Core Network Functions

● Refresh temporary identifiers after Registration 
Procedure and Service Request

5G CN 59

NAS Integrity and Confidentiality

(PHY) MIB and SIB1

(NAS) Security Mode Command

gNBUE

(NAS) Service Request

(....)

5G Initial Registration Procedure

● Protect the initial NAS message

5G CN 59

● UE integrity and confidentiality supported algorithms

(NAS) CONFIGURATION UPDATE COMMAND

(RRC) Pagging

(....)

Additional
Messages



5G SA NAS Messages
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Files:
• 24May23_5gsa_bcn_NAS_short.txt



NAS Registration Request
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Registration Request
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Identity Response
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Identity Response
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Authentication
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Authentication
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Authentication

(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Security Mode Command
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Security Mode Command
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Security Mode Command
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Security Mode Command
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Registration Accept and Complete
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



NAS Registration Accept and Complete
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



Additional Messages - Configuration Update Command after Service Request

73

(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



Additional Messages - Configuration Update Command after Service Request
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



TMSI Referesh (one UE/User)
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



TMSI Referesh (one UE/User)
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



Additional Messages - RRC Paging Message
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



Additional Messages - RRC Paging Message
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command



Additional Messages - RRC Paging Message - Exploiting 4G Paging Vulnerability
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command

X310



Additional Messages - RRC Paging Message - Exploiting 4G Paging Vulnerability
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command

{"id":3,"id_name":"IMSI","msg":5,"msg_name":"Paging","rnti":65534,"timestamp":"Tue May 21 16:23:53 2024","tti":1459,"value":"214075546737905"}
{"id":3,"id_name":"IMSI","msg":5,"msg_name":"Paging","rnti":65534,"timestamp":"Tue May 21 16:24:01 2024","tti":8819,"value":"214075546737905"}
{"id":3,"id_name":"IMSI","msg":5,"msg_name":"Paging","rnti":65534,"timestamp":"Tue May 21 16:24:18 2024","tti":5939,"value":"214075546737905"}
{"id":3,"id_name":"IMSI","msg":5,"msg_name":"Paging","rnti":65534,"timestamp":"Tue May 21 16:24:25 2024","tti":2739,"value":"214075546737905"}
{"id":3,"id_name":"IMSI","msg":5,"msg_name":"Paging","rnti":65534,"timestamp":"Tue May 21 16:27:56 2024","tti":8799,"value":"214075541126127"}
{"id":3,"id_name":"IMSI","msg":5,"msg_name":"Paging","rnti":65534,"timestamp":"Tue May 21 16:29:54 2024","tti":3489,"value":"214075544764540"}
{"id":3,"id_name":"IMSI","msg":5,"msg_name":"Paging","rnti":65534,"timestamp":"Tue May 21 16:30:01 2024","tti":289,"value":"214075544764540"}
{"id":3,"id_name":"IMSI","msg":5,"msg_name":"Paging","rnti":65534,"timestamp":"Tue May 21 16:31:56 2024","tti":2499,"value":"214075507683225"}

…........



RRC Paging Message - Exploiting 4G Paging Vulnerability – Exercice!
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command

Files:
• Imsi.py
• identifiers_1.json https://en.wikipedia.org/wiki

/Mobile_country_code

https://en.wikipedia.org/wiki/Mobile_country_code
https://en.wikipedia.org/wiki/Mobile_country_code


Additional Messages - RRC Paging Message - Exploiting 4G Paging Vulnerability
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(NAS) Registration Request (NAS) Identity Transfer (NAS) Authentication (NAS) Security Mode Command (NAS) Registration Complete
(NAS) Configuration Update 

Command

{"id":3,"id_name":"IMSI","msg":5,
"msg_name":"Paging","rnti":65534,
"timestamp":"Tue May 21 16:23:53 
2024","tti":1459,"value":"2140755
46737905"}
{"id":3,"id_name":"IMSI","msg":5,
"msg_name":"Paging","rnti":65534,
"timestamp":"Tue May 21 16:24:01 
2024","tti":8819,"value":"2140755
46737905"}
{"id":3,"id_name":"IMSI","msg":5,
"msg_name":"Paging","rnti":65534,
"timestamp":"Tue May 21 16:24:18 
2024","tti":5939,"value":"2140755
46737905"}

…........
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Open and virtualized RANs

• Disaggregating Radio Access Networks

• Horizontal disaggregation of the network functions (RU/DU/CU) with open interfaces, defined as Open RAN

• Vertical disaggregation of hardware and software with virtualization technologies, or vRAN

Open RAN

84



5G Hacking

• Reported breaches of live 5G networks in “Red Teaming” exercises
• Hackers hired by a company to test their defences

• They were able to take control of the network potentially allowing them to disrupt operations

• The hacks were made possible thanks to poorly configured cloud technology



Open Radio Access Networks - Status

O-RAN Alliance
• Carriers

• 24+ mobile operators across 4 continents

• Membership
• 160+ companies

• Technical Specs
• 40+ within 2 years

• Aligned with SDOs

• Open-source code
• 1.3+ million lines of code

86



Open RANs – What’s New?

O-RAN Architecture
• Open Interfaces

o Lower market entry barrier

• Increased RAN ecosystem

• 160+ companies

o Foster Innovation

• Smaller companies

• Focusing on narrower topics

• RAN Virtualization
o O-Cloud

o Acceleration Abstraction Layer (AAL)

• Automated Management and control
o AI/ML native integration

o xApps/rApps

87

50ms- 500ms

>1 sec

50µs- 50ms
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O-RAN Architecture

• Open Interfaces

• Lower market entry barrier

• Foster Innovation

• RAN Virtualization

• Automated Management 
and control

Open RANs
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• Market Share Forecasts

• Open RAN is expected to cover only about 10% of the overall market by 2025

• Technical Issues

• Increased complexity

• Interoperability

• Optimization

• Security

Open Radio Access Networks – The Challenges

Dell’Oro Group, “Open RAN Market Expected to Approach $10 B, According to Dell’Oro Group,” Online:  https://www.delloro.com/news/
open-ran-market-expected-to-approach-10-b/, Feb. 2021

https://www.delloro.com/news/
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• “3GPP and Open RAN concepts allow RAN 
equipment and software from different vendors 
to communicate and interoperate”

• “Multi-vendor decomposition and supply chain 
may increase the threat surface for malicious 
attacks as well as the operational complexity of 
the network.“

EU 6G Vision White Paper
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O-RAN Security

O-RAN has established Working Group 11 
(WG11) to ensure that the new 
specifications are secure by design

WG11 provides procedures to identify 
threats and assess and mitigate risks

To date, 60% of those identified risks by 
WG11 are related to Denial-of-Service (DoS) 
and performance degradation

The use of open and cloud-based architectures

increases the potential attack surface of RAN systems
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O-RAN Security: Analysis methodology

• New security challenges from the newly 
expended threat surface

• O-RAN WG11 threat model:

o Risk Identification

o Risk Assessment

o Risk Mitigation
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O-RAN Risk Identification

Threat:

"...any circumstance with the 
potential to adversely impact 
operations and assets, via 
unauthorized access, destruction, 
disclosure or modification of 
information, and denial of service"

Groups of threat surfaces:

• Functions, Interfaces, Architecture, 
Trust Chain, Virtualization, Open-
source code
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O-RAN Risk Identification

O-RAN Specific Vulnerabilities

Unauthorized access to O-DU, O-CU and O-RU

Unprotected S-Plane and C-Plane in OFH interface

Disabling over-the-air cyphers for eavesdropping

Near-RT RIC conflicts with E2 nodes

xApp and rApp conflicts

xApp and rApp access to subscriber data:

Unprotected management interfaces

Injection of control messages to attack the U-Plane:

Vulnerability:

• "… any trust assumption that can be violated to attack 
a system due to a flaw in an asset’s design, 
implementation, or operation and management."

• Vulnerabilities enable the attacker to infiltrate the 
system through one or more assets and pose a threat."
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• The risk analysis has revealed that medium to high security risks can be identified in numerous interfaces 
and components specified in the context of O-RAN

• It is important that security improvements are included in the specification now to avoid the security 
weaknesses that occurred in the development of the 3GPP standards.  

O-RAN Risk Analysis

“Open RAN Risk Analysis”, Barkhausen Institut, 2022
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O-RAN Risk Treatment

Mitigation actions:

• Modify the Risk

o Taking proactive measures to reduce the likelihood or impact of a threat

• Avoid the Risk

o Stopping the activities that lead to the risk

• Share the Risk

o Outsourcing the risk management to a third party

• Retain the Risk

o Accepting the risk when the cost of mitigating it is higher than the potential impact

WP11's Risk Treatment: Work in Progress
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• “… principles such as openness and interoperability not only contribute to a better security …” “… but facilitate the 
adoption of well established security best practices …”

NEC’s O-RAN Security White Paper

“Open RAN Security Examined”, NEC White Paper, 2022

In terms of Security, not everything 

coming from O-RAN are

disadvantages
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O-RAN Security Recommendations

“Open RAN Risk Analysis”, Barkhausen Institut, 2022

O-RAN allow for an increase of system security and availability:

• Strict Traffic Engineering

• AI-based anomaly detection systems

• Secured Provisioning and Certificate Enrollment

• Secure failure-proof virtualization of O-RAN

• Migration to Standalone 5G

• S-Plane attacks mitigation



Strict traffic engineering on a disaggreagated RAN to increase security: 
Analysis of Latency-Critical Communication Interfaces
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One of the O-RAN goals is to reduce costs to operators:
- General-purpose Ethernet networks can be shared to 

reduce costs: ''crosshaul concept''

- Time Sensitive Networking (TSN) can help to transport 
critical traffic in O-RAN interfaces

- TSN may also help to strictly isolate malicious flows in high 
latency-sensitive O-RAN interfaces (e.g., OFH)



Municio, E., Garcia-Aviles, G., Garcia-Saavedra, A., & Costa-Pérez, X. (2023). O-RAN: 

Analysis of Latency-Critical Interfaces and Overview of Time Sensitive Networking Solutions. 

IEEE Communications Standards Magazine, 7(3), 82-89.
100

IEEE Communications Standards Magazine

Strict traffic engineering on a disaggreagated RAN to increase security: 
Analysis of Latency-Critical Communication Interfaces



Attacking O-RAN Interfaces
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▪ P. Baguer, G. Yilma, E. Municio, G. García-Avilés, A. García-Saavedra, M. Liebsch, X. Costa-Pérez, "Attacking O-RAN 

Interfaces: Threat Modeling, Analysis and Practical Experimentation," in IEEE Open Journal of the Communications Society, 

doi: 10.1109/OJCOMS.2024.3431681. https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10606000

https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10606000


Attacking O-RAN Interfaces: A Hands-on Analysis Through Performance Degradation
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As of early 2023, over 60% of the vulnerabilities identified by the O-
RAN Alliance WG11 in the previous categories mention DoS attacks 
and performance degradation attacks as direct or possible outcomes.

We measure the consequences of suffering attacks on:

• A1: Exchange of information and network policies between RICs

• E2: RAN monitoring and optimized control.

• F1-c: Control plane communication between O-CU and O-DU.

• F1-u: User plane communication between O-CU and O-DU.



Attacking O-RAN Interfaces: A Hands-on Analysis 
Through Performance Degradation
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We consider three scenarios: 
1. End-to-end Video Scenario: A UE from a network operator is requesting video-on-

demand. Then, an attacker is able to harm operators’ communications. 
o Exploited Surfaces: A1, E2, F1-c and F1-u communication interfaces. 
o KPI (U-Plane): Standardized QoE through the PSNR and VMAF 

2. Policy-Based Slice Configuration Scenario: A RAN slice reconfiguration is triggered 
from the near-RT RIC, while a malicious attacker downgrades the control channel 
performance to delay the enforcement of this policy in the RAN.
o Exploited Surfaces: E2 communication interface. 
o KPI (C-Plane): Policy reconfiguration timeliness within Operators’ SLAs.

3. Subscriber Attachment Scenario: A UE is performing an attach procedure against 
the 5G core. Simultaneously, an attacker selectively degrades the performance of 
the control channels involving O-CUs and O-DUs, aiming to prevent users from 
attaching. 
o Exploited Surfaces: F1-c communication interface. 
o KPI (C-Plane): Successful Attach Rate of a UE performing the registration 

process (%).



Attacking O-RAN Interfaces: A Hands-on Analysis Through Performance Degradation
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Some measured consequences:



Attacking O-RAN Interfaces: A Hands-on Analysis Through Performance Degradation
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E2SM delayed policies

• Attacks in E2 will directly affect the 
time effectiveness of E2 policies.

Subscriber attachment success

• Attacks in F1-c are critical for control plane processes such as 
subscriber attachment.

Some measured consequences:



Attacking O-RAN Interfaces: A Hands-on Analysis Through Performance Degradation

106



Attacking O-RAN Interfaces: Main takeaways
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DoS and performance degradation attacks on the O-RAN interfaces may have important impacts on overall 
RAN stability and security.

• F1-c is one of the most critical interfaces since some control messages have a maximum tolerated latency of about 3 
ms.

• Delay and packet loss in the E2 may lead to ineffective policy enforcement and underperforming metric monitoring

• Performance degradation on F1-u only affects the user plane

• A1 is the least affected interface since it is expected that works in an non-RT regime

• Some xApps (e.g., rsm and kpimon) show instabilities and low recovery times after severe degradations



5G and O-RAN Security Review Towards 6G

Security and Privacy attacks on Cellular Networks

Part 2:  Open Radio Access Networks (O-RAN)

Practice
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Full O-RAN deployment
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• Non-RT RIC from O-RAN SC f-release
• Near-RT RIC from SD-RAN v1.4.1
• O-CU and O-DU from OpenAirInterface 

with SD-RAN E2 Agent
• UE-DU communication 

through nFAPI, bypassing L1



Schema of E2 interface demo: RAN Slice Management
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• Data plane resources managed 
by RAN Slice Management (RSM)

• Data steam in the downlink direction
• Attack in the E2 interface



First data plane test: ping public addresses
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First data plane test: Iperf
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Create a slice of 30% of resources and move the UE to it
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Consequences of a DoS attack
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Schema of A1 interface demo
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• Mobility managed by Traffic steering (TS) xApp.
• Policies are created in A1 to manage the TS xApp.
• The UE is 'physically moving' and being handovered

based on the best RSRP (cell with the best coverage).
• Attack in the A1 interface



Query non-RT RIC A1 interface status
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Query non-RT RIC A1 interface connections
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Query non-RT RIC's active A1 policies
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UE is being handovered based on the cell with best RSRP
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Creation of an A1 policy
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Creation of an A1 policy
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Creation of an A1 policy
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Consequences of a DoS attack
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▪ O. Lasierra, G. Garcia-Aviles, E. Municio, A. Skarmeta, and X. Costa-Pérez, “European 5G Security in the Wild: 
Reality versus Expectations”, In Proceedings of the 16th ACM Conference on Security and Privacy in Wireless 
and Mobile Networks (WiSec '23). https://doi.org/10.1145/3558482.3581776 
https://dl.acm.org/doi/abs/10.1145/3558482.3581776

▪ O. Lasierra, N. Ludant, G. Garcia-Aviles, E. Municio, G. Noubir, A. Skarmeta, X. Costa-Pérez, “Unmasking 5G 
Security: Bridging the Gap Between Expectations and Reality”, TechRxiv, to be published 
https://www.techrxiv.org/doi/full/10.36227/techrxiv.172055660.06334898

▪ P. Baguer, G. Yilma, E. Municio, G. García-Avilés, A. García-Saavedra, M. Liebsch, X. Costa-Pérez, "Attacking 
O-RAN Interfaces: Threat Modeling, Analysis and Practical Experimentation," in IEEE Open Journal of the 
Communications Society, doi: 10.1109/OJCOMS.2024.3431681. 
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10606000
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