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Crypto means cryptography
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Security – against whom?
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Classical cryptography



Soft start: Who can tell the time?

• Pretend it’s 11 o’clock. What’s the time in 26 hours?
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Examples

Let n = 17.
• 10 + 12 ≡ (mod 17)
• 4 · 5 ≡ (mod 17)
• 33 = 27 ≡ (mod 17)

(These computations work particularly well when n is prime.)
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Let n = 17.
• 10 + 12 ≡ 5 (mod 17)
• 4 · 5 ≡ (mod 17)
• 33 = 27 ≡ (mod 17)

(These computations work particularly well when n is prime.)
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Examples

Let n = 17.
• 10 + 12 ≡ 5 (mod 17)
• 4 · 5 ≡ 3 (mod 17)
• 33 = 27 ≡ (mod 17)

(These computations work particularly well when n is prime.)
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Examples

Let n = 17.
• 10 + 12 ≡ 5 (mod 17)
• 4 · 5 ≡ 3 (mod 17)
• 33 = 27 ≡ 10 (mod 17)

(These computations work particularly well when n is prime.)
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How to agree on a secret

Martin you
Random 0 < a < 17
Set A ≡ 3a (mod 17) A Random 0 < b < 17

B Set B ≡ 3b (mod 17)
Set C1 ≡ Ba (mod 17) Set C2 ≡ Ab (mod 17)

Claim
We have C = C1 = C2 and nobody else knows C unless they are really good at computing
discrete logarithms.
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Why does it work?

C1 = Ba =
(
3b)a

= 3ba = 3ab

= (3a)
b
= Ab

= C2
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Let’s try!

Martin you
Random 0 < a < 17
Set A ≡ 3a (mod 17) A Random 0 < b < 17

B Sett B ≡ 3b (mod 17)
Set C1 ≡ Ba (mod 17) Set C2 ≡ Ab (mod 17)

30 ≡ 1 36 ≡ 15 312 ≡ 4

31 ≡ 3 37 ≡ 11 313 ≡ 12

32 ≡ 9 38 ≡ 16 314 ≡ 2

33 ≡ 10 39 ≡ 14 315 ≡ 6

34 ≡ 13 310 ≡ 8 316 ≡ 1

35 ≡ 5 311 ≡ 7 317 ≡ 3
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How big must p be?
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On the back of the envelope

The problem

Given p,g,h = ga (mod p), find a.

Assumptions

• 240 operations per second (Intel Core i9-13900KS: 237)
• About one per person, say 10 000 000 000 CPUs
• 31 536 000 seconds in a year
• In total, 298 operations per year

• (Bitcoin: ∼ 292 operations per year, 1/64 of this)
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Attack: Brute force

Set p ≈ 2128.

It will then take 2128/298 ≈ 1 000 000 000 years to find a.

Asymptotic runtime

O(p)
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Somewhat smarter algorithms
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Number of atoms in the universe

100 000 000 000 000 000 000 000 000 000 000 000 000 000 000 000 000
000 000 000 000 000 000 000 000 000 000

16



Number of unique chess games

1 000 000 000 000 000 000 000 000 000 000 000 000 000 000 000 000
000 000 000 000 000 000 000 000 000 000 000 000 000 000 000 000
000 000 000 000 000 000 000 000

17



A suitable prime for Diffie-Hellman

17 371 633 710 861 526 985 402 756 155 605 996 322 196 257 048 455
675 141 997 211 607 897 588 436 880 112 664 345 732 402 516 434
975 116 670 023 472 796 825 233 643 612 395 266 186 808 119 984
996 372 379 602 426 678 900 493 286 192 039 475 551 678 848 776
585 415 169 949 664 415 820 483 514 690 301 509 982 058 398 659
940 050 744 425 005 234 342 360 377 140 221 362 953 519 273 046
483 446 364 930 471 865 451 176 965 825 059 235 201 349 014 188
384 323 322 347 988 836 585 004 216 878 741 293 400 993 565 478
114 200 002 489 905 246 623 078 674 988 568 740 682 222 428 856
692 842 421 774 076 905 917 061 448 967 466 083 362 856 797 534
215 180 379 822 041 036 186 832 388 654 983 120 685 889 564 412
266 789 511 781 064 026 694 452 185 724 178 282 543 463 162 021
793 730 933 403 449 281 865 751 197 897 543 205 563
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Can we use a smaller number?
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Curve25519

57 896 044 618 658 097 711 785 492 504 343 953 926 634 992 332 820
282 019 728 792 003 956 564 819 949
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We often use asymmetric encryption to
establish keys for symmetric encryption
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Our primitive toolbox

Symmetric Asymmetric
Confidentiality AES, ChaCha20, ... Diffie–Hellman, ElGamal, ...
Integrity HMAC, KMAC, AES-GCD, ... RSA signatures, DSA, ECDSA, ...
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Quantum algorithms



(Photo: Lars Plougmann (CC BY-SA 2.0))
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Shor’s algorithm
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How to factor efficiently

Given N = pq, find p,q
1. Choose 1 < a < N such that gcd(a,N) = 1
2. Find smallest r > 0 such that ar ≡ 1 (mod N)

3. If 2 ∤ r , go to 1
4. If ar/2 ≡ −1 (mod N), go to 1
5. Let d = gcd(ar/2 − 1,N)

Can show: d is a non-trivial factor of N.
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Shor’s algorithm vs. dlog and factoring
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Quantum computers are coming (?)

x y
z

Theorem (Mosca)

If x + y > z, be worried now.
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Our primitive toolbox, pt. II

Symmetric Asymmetric
Confidentiality AES, ChaCha20, ...
Integrity HMAC, KMAC, AES-GCD, ...
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We’ve been here before

30



Post-quantum crypto standardisation
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2nd round candidates

Encryption
• Classic McEliece
• CRYSTALS-KYBER
• NTRU
• SABER

Signatures
• CRYSTALS-

DILITHIUM
• FALCON
• Rainbow

• BIKE
• FrodoKEM
• HQC
• NTRU Prime
• SIKE

• GeMSS
• Picnic
• SPHINCS+
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3rd round candidates

Encryption
• CRYSTALS-KYBER (lattices)

Signatures
• CRYSTALS-DILITHIUM (lattices)
• FALCON (lattices)
• SPHINCS+ (hash functions)

4th round candidates
• BIKE (error correcting codes)
• HQC (error correcting codes)
• SIKE (isogenies)
• Classic McEliece (error correcting

codes)
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2022: The four picks

Key encapsulation CRYSTALS-Kyber Peter Schwabe, Roberto Avanzi, Joppe Bos, Leo Ducas, Eike Kiltz, Tancrede Lepoint,

Vadim Lyubashevsky, John M. Schanck, Gregor Seiler, Damien Stehle, Jintai Ding

Signatures CRYSTALS-Dilithium Vadim Lyubashevsky, Leo Ducas, Eike Kiltz, Tancrede Lepoint, Peter Schwabe, Gregor

Seiler, Damien Stehle, Shi Bai

FALCON Thomas Prest, Pierre-Alain Fouque, Jeffrey Hoffstein, Paul Kirchner, Vadim Lyubashevsky,

Thomas Pornin, Thomas Ricosset, Gregor Seiler, William Whyte, Zhenfei Zhang

SPHINCS+ Andreas Hulsing, Daniel J. Bernstein, Christoph Dobraunig, Maria Eichlseder, Scott

Fluhrer, Stefan-Lukas Gazdag, Panos Kampanakis, Stefan Kolbl, Tanja Lange, Martin M

Lauridsen, Florian Mendel, Ruben Niederhagen, Christian Rechberger, Joost Rijneveld,

Peter Schwabe, Jean-Philippe Aumasson, Bas Westerbaan, Ward Beullens
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Lattice cryptography



Kyber: Oversimplified

Let k be an integer.
KGen 1. Choose a matrix A from R

k×k

2. Choose a vector sk = s from R
k

3. Compute t = As, and set pk = (t ,A)

Enc(pk,m) 1. Choose r from R
k

2. Set u = AT r and v = tT · r + m
3. Return c = (u, v)

Dec(sk, c) Compute w = v − sT · u and return w
(For those reading this after the presentation: Be aware that this is wrong by purpose;
please use a different source to get the actual algorithms.)
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Learning with errors

a1,1s1 + . . . a1,nsn + e1 = b1

a2,1s1 + . . . a2,nsn + e2 = b2

a3,1s1 + . . . a3,nsn + e3 = b3

a4,1s1 + . . . a4,nsn + e4 = b4

a5,1s1 + . . . a5,nsn + e5 = b5

...
Given A, b, and if ei are small,
what is s?
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Lattices

Let Rn ∼= V = span {b1, . . .bn} be a real
vector space.
Then

L =

{
n∑

i=1

aibi | ai ∈ Z

}
⊂ Rn

is the lattice generated by {b1, . . .bn}.

Example

Consider R2 ∼= span {(2,3), (3,2)}

b1

b2
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Lattice problems

Shortest Vector Problem
Given a basis for L, find the shortest
vector in V that is also a point in L.

Closest Vector Problem
Given a basis for L and a point v in V ,
find closest lattice point to v in L.

b1

b2
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Lattice problems

Shortest Vector Problem
Given a basis for L, find the shortest
vector in V that is also a point in L.

Closest Vector Problem
Given a basis for L and a point v in V ,
find closest lattice point to v in L.

−b1 + 2b2
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Setbacks
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#eprint555
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Nine simple steps
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Summary of #555

• How near is the attack to work? Nobody knows.
• Open research works.
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Hybrid cryptography



Dilemma: What do we fear the most?

1. A cryptographically relevant quantum computer, it may only be a few decades away
2. These new algorithms have fundamental flaws, just waiting to be found
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Two answers

NSA “The schemes are fine, go fully quantum-safe.”
NOR, UK, GER, FRA, ... Get k1 from PQC, k2 from ECDH, k ← KDF(k1, k2)
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Some benchmarking



For discussion: How will
lattice crypto compare to

elliptic curve crypto?
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Some benchmarks

Public key Private key Ciphertext
ECDH 97 B 48 B
Kyber 1568 B 3168 B 1568 B

Verification key Signing key Signature
ECDSA 48 B 48 B 96 B
Dilithium 2592 B 4864 B 4595 B

Key exchange Signature Time
Kyber Dilithium 69.6 ms
Kyber FALCON 44.5 ms
Kyber SPHINCS+ 911.0 ms
ECDHE ECDSA

102.1 ms

(Timings from Table 2 in https://eprint.iacr.org/2023/506)
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Our primitive toolbox, pt. III

Symmetric Asymmetric
Confidentiality AES, ChaCha20, ... Kyber + Diffie–Hellman
Integrity HMAC, KMAC, AES-GCD, ... {Dilithium, SPHINCS+, Falcon} + ECDSA
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Other security properties and protocols



Security properties

now

Forward secrecy Compromise today should not affect the past
Post-compromise security We should be able to return to a secure state after a full

compromise today
Length of “today” ?
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Signal

Alice Bob

Forward secrecy Compromise today should not affect the past
Post-compromise security We should be able to return to a secure state after a full

compromise today
Length of “today” One message

62



63



64



What about privacy?



Consider yourself the adversary
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Summary

• Quantum-safe crypto is coming
• Symmetric crypto is already fine
• The algorithms are efficient, but the keys are large
• The protocols will adopt the algorithms
• Fancy crypto still needs loads of work
• Security is not the same as privacy
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We made it through!
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Bonus content



The Number Theoretic Transform (NTT)

Fact

Rq = Z[X ]/(X 256 + 1) ≃
127⊕
k=0

Zq[X ]/
(

X 2 − ζ2BitReverse7(i)+1
)
= Tq

Let f ∈ Rq . Then NTT : Rq → Tq is given by

NTT(f ) =
(

f mod
(

X 2 − ζ2BitReverse7(0)+1
)
, . . . , f mod

(
X 2 − ζ2BitReverse7(127)+1

))
and NTT−1 is also efficient.
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Kyber in the NTT realm

Multiplication in Rq :
256 × 256 multiplications

Multiplication in Tq :
128 × 4 multiplications
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Sampling algorithms

SampleNTT Convert a stream of bytes into a polynomial in the NTT domain
SamplePolyCBDη Sample a coefficient array of a polynomial f ∈ Rq , according to a

centered binomial distribution specified by η.
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Compression using seeds

73



Computer-friendly representation
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Compression and decompression of numbers

Compressd : Zq → Z2d

x 7→
⌊(

2d/q
)
· x

⌉
Decompressd : Z2d → Zq

y 7→
⌊(

q/2d) · y⌉

Decompressd ◦ Compressd ≈ 1

[Decompressd (Compressd (x))− x ] mod ±q ≤
⌊
q/2d+1⌉
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The finished K-PKE algorithm
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Security amplification: The Fujisaki-Okamoto transformation

Theorem (Fujisaki-Okamoto (informal))

If E is an IND-CPA secure public-key cryptosystem, then FO(E) is an IND-CCA secure key
encapsulation mechanism.

(Hofheinz, Hövelmanns, Kiltz: “A Modular Analysis of the Fujisaki-Okamoto
Transformation” (2017))
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ML-KEM
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ML-KEM
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ML-KEM
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Parameter sets and key sizes
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NIST security levels

NIST cat. As strong as Kyber
I AES-128 ML-KEM-512
II SHA-256
III AES-192 ML-KEM-768
IV SHA-384
V AES-256 ML-KEM-1024
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