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6G and SECURITY PERSPECTIVES

5056

Data rate
1 1Gb/sto1Tb/s

Data rate
0.1 Gb/s to 20 Gb/s

Reliability
Error rate less than 10-°

/ Reliability
| 2

Error rate less than 10-°

Latency
Less than 5 msec

§ Latency
3 Less than 100 nsec

L . 8220/22/5/1969
Localization precision

. . . 4 Localization precision
Less than 10 cm in two dimensions

Less than 1 cm in three dimensions

https://www.mdpi.com/1424-
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6G and SECURITY PERSPECTIVES

New spectrum
technologies

©

Security
and trust

=

Cognitive,

automated &
specialized
architectures

Six key
technologies
for 6G

®
b
L
*Le
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Al native air
interface
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Extreme https://ttconsultants.com/what-is-

connectivity

6g-overview-of-6g-networks-
technology/
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6G and SECURITY PERSPECTIVES

DEVICE
« Zero Energy

* Sub-Network (~10)
* Intuitive Interfaces

Key requirements and characteristics of 6G

TROUGHPUT & PRECISION & ADAPTABILITY
CAPACITY ‘ ACCURACY RESPONSE TIME
#2100 Gbpe + Centimeter * 1Sec

* 5Gbpsatedge * < 1% missed detection

¢« Zero Touch

https://www.resea
rchgate.net/public
ation/365836709_I
mplanting_Intellige
nce_in_5G_Mobile

_Networks-
A_Practical_Appro
ach

LATENCY & SCALE &

RELIABILITY | FLEXIBILITY

* 0.1ms * 10 million devices/Sq Km
* Nine 9s

* Global Coverage
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6G and SECURITY PERSPECTIVES

ITU-R 6G Vision Group

March 2021

EU Horizon Europe

PPP Smart Network and Services

https://ttconsultants.com/what-is-6g-overview-of-6g-networks-technology/

IMT - 2030

2030

g unB
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IoT, Multi-sensory XR,
Mobile Smart city, Wireless b_rain— .
L aoplications VR/AR computer interactions,
ol applications PP Blockchain
1980 2000 2010 2020 ° 2030
H UnB https://www.sciencedirect.com/science/article/pii/S235286482030243 1#fig2 8/83

6G and SECURITY PERSPECTIVES

Security issues in

Al powered 6G
. techs,
Yumerablllnes threats in PHY
n NEV, layer such as THz
MAC layer SDN and cloud and so o
vulnerabilities, techniques,
| threats from openness of the
IP traffic security | oo coicoand | network
vulnerabilities, devices
. One-way encryption key - G
Nosecurity | ,ythentication, | issues
and privacy | jpegal devices —
guarantees

Autonomous system,
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6G and SECURITY PERSPECTIVES

Security threats with] ~ Data privacy
closed-loop network threats
Miomation AlML attacks
AmLatacks L St
@ threats on
TN cloud

Open API
security threats,

Security
threats on

Security and
Privacy issues in
6G networks

Orchestratiol

DDoS :
attacks on
devices | s

s Devices 4B &
Specialized
A subnetworks

\ (End Users)
User Privacy
threats 3

b

;.F"
ntelligence
radio .« —
4 https://www.researchgate.net/publication/351275174_The_
Roadmap_to_6G_Security_and_Privacy/
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6G and SECURITY PERSPECTIVES

New Powerful New threats

policies/regulations  adversaries
Zero-day

New architecture New applications attacks

New -
New usecases technologies g
New <

standardization

Security Automation

Ensure Attack
User/Data Prediction
Privacy
Limit
Attack Vulnerability
ack/
https://www.semanticscholar.org/paper/ Anomality | Propagation
The-Roadmap-to-6G-Security-and- Detection
Privacy-Porambage- Attack
G%C3%BCr/foc6ad24e2a0812dff53902e Prevention
5941b62e60934345 Attack o
Mitigation
Ensure Trust 10/83

=g unB
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6G and SECURITY PERSPECTIVES

Information security pillars:

AVAILABILITY
INTEGRITY
CONFIDENTIALITY
SECURITY
EXTENSIONS

SEd unB

11/83
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6G and SECURITY PERSPECTIVES

Security objectives:

AVAILABILITY
INTEGRITY
CONFIDENTIALITY
SECURITY
EXTENSIONS

% unB

12/83
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6G and SECURITY PERSPECTIVES

Attacks simplified:

Attack Counter Target
measure

Threat action

Passive

Attack’s
consequences

== UnB 13/83
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6G and SECURITY PERSPECTIVES

Security model:

Trusted third party

7 N

Receiver
Transmitter

Security Security
Transformation Transformation
Commumcatlon
channel

Secret Secret
information Adversary information

H UnB 14/83
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6G and SECURITY PERSPECTIVES

|SYSTEMSSECURITY

Operaiing Systems &
Virualisation Security s pa

- Cryplography  Distributed Systems Security

What about
CyberSecurity?

Syslems Security Software Security
Secure Software
Physical Layer & I
Telecomms Security lifecycle

Cybok 1.1
HUMAN,
ORGANISATIONAL&
H UnB REGULATORY ASPECTS &DEFENCES 15/83
15
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* Human social aspect:

* To believe that someone
is good and honest and
shall not harm you;

* Something that is safe
and trustable;

* Depends on the context:
* A trusts B to...;
* A doesn’t trust B to...;

TRUST

In computing systems:
* Trust is relative to a particular « Trust can be influenced by
context;
A shall trust B to get aride, but A
doesn’t trust B to drive his car;
* Trust has a directional aspect;
A can trust B, but it does not mean B * Trust is not transitive;

trusts A; If A trusts B and B trusts C, it does
* Trust has evolutive and

temporal aspect;
Trust A has in B can increase over the time;

reputation;
A trusts B and now starts trusting C
by recommendation of B;

not mean A trusts C;

“ UnB 18/83
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TRUST

* REPUTATION:

something;

different;

conducting business

* Is an opinion someone has about others or

* Has similar attributes to trust, but it is

Trust: | trust A for a reason;

Reputation: He has a good reputation for

* Do not make confusion of TRUST with REPUTATION;

g unB
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In 6G

TRUST

Trustworthy Al

+ [_Privacy-preserving | !

I Explainable ] :

Trust Evaluation

Trust Relationship

- [ Static I

E I Federated I '

" [ Decentralized I ;

[ Unbiased | ' [ Dynamic I :

Trustworthy E Trustworthy e frll;—tv—v;)-rt—h—y- o -E

Architecture 1 Protocols E ; Underlay
SIX-Trust for 6G: : | Distibuted | ¥ l 6G-AKA | o l DPKI | :
Toward a Secure | Autonomous | HEEZETE ¥ I NFVINFVI |
and Trustworthy & ' 1
Future Network r—— . ———— ~

i Trusted Foundation E E Trusted Platform E E Trusted Hardware E

i ' ' -

: I Asymmetric Crypto I: : | TEE l i TPM :

' ! 1 - '
https://ieeexplore.ieee.org/abstract/ : Post-quantam : i . eSIM/ASIM '
document/10268440 ' | Crypto ] i | Blockchain ' E : eTPSIM E !

S ———— S ——— e e n e e s e | —

“ UnB 20/83
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TRUST

For instance, would you trust this code?

unsigned char *buffer, *bp;

intr;

buffer = XXXXXXX_malloc(1 + 2 + payload + padding);
bp = buffer;

*bp++ = XXX1_HB_RESPONSE;

s2n(payload, bp);

memcpy(bp, pl, payload);

== UnB 21/83

21

TRUST

The previous code is...

« [t was a serious vulnerability in the
popular OpenSSL cryptographic
software library.

|t allowed stealing the information
protected, under normal conditions, by
the SSL/TLS encryption used to secure
the Internet.

» It is the core for security and privacy
over the Internet for applications

= UnB 22/83
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TRUST

Consequences...

« Allowed anyone on the Internet to read the
memory of the systems protected by the
vulnerable version.

* It compromised the secret keys used to
identify the service providers and to encrypt
the traffic, the names and passwords of the
users and the actual content.

+ Allowed the eavesdrop on communications,
steal data directly from the services and

users and to impersonate services and users.

== UnB 23/83
23

TRUST

Using Machine Learning to address buffer
overflow in C ?

Método para identificar buffer overflow en
cdédigo C mediante Técnicas de
Procesamiento de Lenguaje Natural

Submitted to XVIll Reuniéon Espaiola de
Criptologia y Seguridad de la Informacién
Ledn 23 — 25 de octubre de 2024.

= UnB 24/83
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TRUST

Using Machine Learning to address buffer
overflow in C

Cédigo C T:»ken: Word2vec
&
- for o1 —{ I
;=] -
— ; K )
-1 > > i TH > ® >
—
. include :EEDj i"“;:
%5 unB 25/83
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TRUST

Some results of the research...

Precisién de entrenamiento y validacién Pérdida de entrenamiento y validacién
1.00

13
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TRUST

Peticidn http
44—

Respuesta json

Extraccién de |

tokens

\

REST API

Some results of the research...

Tabla II

PRUEBAS REALIZADAS CON CODIGO C

Hash

Esperado

Obtenido

3966c51d93f5abd729bd7¢c4963c86cbelc
ddb5753ac0d84677£977606/62a574
d99fc496667c299831d8f7d47bbe175d0d
a6f3912ea84621c218e1563d94130c¢
9e76e7f48ba55abe4e513d00ebfabc2ee8
41d015808201248439d3702a45bf53
bb86dfd403af77e14682403e30£fd863fdf
cbe03516a2212677bl0ac414d2e£30
e51d%aa9decd0b525afb4660f0abcc3fb6
a76c668e56aac4326355383deebf2e
£db915b9943b3b2b20451£fc58£f9c9fcdb7
fe2703ee3dea3bal5f8cl3a4£38d14

buffer overflow

buffer overflow

buffer overflow

not vulnerable

not vulnerable

not vulnerable

buffer overflow

buffer overflow

not vulnerable

buffer overflow

not vulnerable

buffer overflow

H UnB 27/83
27
Other exemple...
Hello. Do you support TLS 1.2? @ \
Do you support TLS 1.1?7 @‘
Do you support TLS 1.0? eNo ‘
Do you support SSL 3.0? YES \
7
https://www.acunetix.com/blog/articles/tls-vulnerabilities-attacks-final-part/ 28/83

=g unB
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TRUST

Padding Oracle On Downgraded Legacy Encryption

POODLE

g unB

29/83
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What would
you say? Would
you trust it?

#TLS 1.1 (suites in server-preferred order)

. SHA (0xC014) ECDH secp256r1 (eq. 3072 bits

S_ECDHE_RSA_WITH_AES _:
SHA (0x39) DH 4096 bits FS WEAK
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (9xC013) ECDH secp256r1 (eq. 3072 bits F
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) DH4096bits FS WEAK

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (0xc012) ECDH secp256r1 (eq. 3072 bil

HA (0x16) DH4096bits FS WEAK

A (0x35) WEAK

5_RSA_WITH_AES

NITH_AES_128_CBC_SHA (0x2f) WEAK

RSA_WITH_: EDE_CBC_SHA (0xa) WEAK

=g unB

TRUST

Cipher Suites

#7TLS 1.2 (suites in server-preferred order)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xC030) ECDH secp256r1 (eq. 3072 bits RSA) FS
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xC02f) ECDH secp256r1 (eq. 3072 bits RSA) FS
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x9f) DH 4096 bits FS

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x9€) DH 4096 bits FS

S_256_CBC_SHA384 (8xC028) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK

L

CDHE_RSA_WITH_AI

TLS_ECDHE_RS HA (0XCO14) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK

DHE x6b) DH 4096 bits FS WEAK

E_RSA_WITH_AE

CBC_SHA (0x39) DH4096bits FS WEAK

DHE_RSA_WITH 28_CBC_SHA256 (0xC027) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK

CDHE_RSA_WITH_AES_128_CBC_SHA (9xC013) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK

0x67) DH4096bits FS WEAK

RSA_WITH_AES_1

. DHE_RSA_WITH_AES_128 A (0x33) DH409%bits FS WEAK

WITH_3DES_EDE_CBC_SHA (8xC012) ECDH secp256r1 (eq. 3072 bits RSA) FS WEAK

SHA (0x16) DH 4096 bits FS WEAK

(0x9d) WEAK

A256 (0x9¢) WEAK

(0x3d) WEAK

IA (0x35) WEAK

{_AES_128_CBC_SHA256 (0x3c) WEAK

A (@x2f) WEAK

C_SHA (0xa) WEAK

30/83

m
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TRUST

What would you say?

SSL Report: enisa.eu

Assessed on: Tue, 25 Jun 2024 07:59:16 UTC | HIDDEYY | Clear cache

Server Test time Grade

2a02:5b40:4:224:0:0:0:d
1 urlfw1.level27.eu

Tue, 25 Jun 2024 07:54:22 UTC

Baad Duration: 146.778 sec
eady
185.3.216.14
2 Ifw1 level27 Tue, 25 Jun 2024 07:56:49 UTC
urlfw1.level27.eu
Read Duration: 147.183 sec
eady

Scan Another >>

== UnB 31/83

31

Let’s try?

5 min activity...

https://www.ssllabs.com/ssltest/
index.html

E UnB 32/83

32
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CYBER THREAT INTELLIGENCE

L A A
Threat definition (ISO 27000): (EATY '

 potential cause of an unwanted incident, %“}\b«\%
which can result in harm to a system or
organization;

Vulnerability definition (ISO 27000):

 weakness of an asset or control that can be
exploited by one or more threats

E! UnB 34/83

34
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CYBER THREAT INTELLIGENCE

Risk definition (ISO 27000):

- effect of uncertainty on objectives

» An effect is a deviation from the expected —
positive or negative.

* Residual risk
* risk remaining after risk treatment

e can contain unidentified risk m': ;’z
LOwW WGH

Risk?

MEDWUM

== UnB 35/83

35

CYBER THREAT INTELLIGENCE

*Risk Analysis (ISO 27000):
» process to comprehend the nature of risk and to
determine the level of risk

 provides the basis for risk evaluation and
decisions about risk treatment

*includes risk estimation.

MEDIUM

L.ow,/é &e g WIGH

Risk?

E UnB 36/83

36
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CYBER THREAT INTELLIGENCE
And Cyber?
cvherlawver
* Related to computers cyberloafing “YDEIYEIANCE b anic
. herlibe L
g‘s‘b"cvhernetlés 22
S FE £

* Related to Machinery;
. ¢
* Related to Internet; \“i @e,
&
& cvneruuhllshmgén"'
§ C :;3 cvbermckey

* Related to technology;
cyberbully cvhernaut
horcopre Nonday &'

Many more...

37/83

g unB
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CYBER THREAT INTELLIGENCE
PRODUCT

PN

<_ INTELLIGENCE >

N ORGANIZATION

38/83

PROCESS

=g unB

38
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CYBER THREAT INTELLIGENCE

PLANNING

REQUIREMENTS
DISSEMINATE USER NEEDS

(Need to Know) COLLECT

INTELLIGENCE
CYCLE

PROCESS
(Exploitation)

ANALYZE

== UnB 39/83
39

CYBER THREAT INTELLIGENCE
DATA INFORMATION KNOWLEDGE WISDOM
O o
O O 5 © e} o
O o = : ® .. . ° I .l
@) e X®) o > (X ] ._.
O o ® o ®
OO O OOO .o o ... ._o ‘..
O O O ® ® o o
@) O o) o e o ° .
>
UNDERSTANDING
HUnB 40/83

40
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CYBER THREAT INTELLIGENCE

“ UnB 41/83

41

CYBER THREAT INTELLIGENCE

TTPs

Tactics/Tools Techniques Procedures

EE UnB 42/83

42
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CYBER THREAT INTELLIGENCE

What is MITRE ATT&CK?

NETWORK /
HOST ARTIFACTS

P

O

== UnB https://www.wallarm.com/what/what-is-the-mitre-attck-framewor 43/83

43

CYBER THREAT INTELLIGENCE

Let’s play a little?

5 min activity...

https://mitre-attack.github.io/
attack-navigator/

E UnB 44/83

44
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CYBER THREAT INTELLIGENCE

1]

Malware, Signatures,

0As

Code Execution, Persistance,

Stealth, Command Control,
Lateral Movement

Exploits, Vulnerabilities,

IP Addresses PROACTIVE INDICATORS

OF ATTACK

== UnB 45/83
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CYBER THREAT INTELLIGENCE

Threat hunting:

*Interactive focused search
to find, identify and
compreehend adversaries
inside the organization

Threat

Hunting
Loop

H UnB 46/83

46
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CYBER THREAT INTELLIGENCE

Actionable Intelligence

* To have the necessary information
immediately available to deal with the
situation at hand (context is key);

- temporal aspect is essential because
the situation can evolve and escalate
quickly;

«it is considered the “golden nugget”;

* It has a purpose;

== UnB 47/83

47

CYBER THREAT INTELLIGENCE

It is a complicated issue...

*Who wants information they can't trust?
*Intelligence from an untrustworthy source

«It is important that the producer and
consumer trust each other. |

* This trust must be based on transparency
and verification.

is not actionable. ‘—’

TRV

E! UnB 48/83

48
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CYBER THREAT INTELLIGENCE

How to define threat intelligence...

*IT Depends on the source you
check...

* There is no single definition
accepted by all...

== UnB 49/83

49

CYBER THREAT INTELLIGENCE

Some say threat intelligence is...

 product resulting from: collection,
processing, integration, analysis, evaluation
and interpretation of available information;

related to the interest of the topic and the
interest of those who want to know about a
threat;

E! UnB 50/83

50
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CYBER THREAT INTELLIGENCE

Some say threat intelligence is...
*Information and knowledge about an
opponent obtained through:
*observation
investigation
«analysis or understanding.

g unB 51/83

51

CYBER THREAT INTELLIGENCE

Some say threat intelligence is...

- Knowledge based on:
*evidence
e context
*mechanisms
*indicators

«implications and practical advice on an existing
or emerging threat or danger to assets

E! UnB 52/83

52
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CYBER THREAT INTELLIGENCE

Threat Intelligence

Strategic Operational

== UnB 53/83

53

CYBER THREAT INTELLIGENCE

Threat intelligence:
* It must have

Precision Opportunity Relevant

H UnB 54/83
54
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CYBER THREAT INTELLIGENCE

An attack is An attack is An attack is An attack is An attack is

highly unlikely possible, but likely highly likely highly likely
not likely inthe
near future
== UnB Low MODERATE  SUBSTANTIAL SEVERE CRITICAL 55/83

55

CYBER THREAT INTELLIGENCE

X

INCIDENT
RECOVERY
J

ADVERSARY BREACHED ADVERSARY
THE SYSTEM DETECTED
THREAT HUNTING L -

INCIDENT RESPONSE PROCESS

H UnB 56/83

56
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CYBER THREAT INTELLIGENCE

Cyber
Intelligence

H UnB 57/83

57

CYBER THREAT INTELLIGENCE

Law enforcement Plannin
planning, decision @ 0 and dirgction
making and action N Q

&5 ¥y
KRR/

Threat
Intelligence
Cycle

Intelligence @ ¥ Data
dissemination e @ 9 collection

A 5
e © © rocesrs
- B 58/83

58
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CYBER THREAT INTELLIGENCE

Security Orchestration, Automation and Response: An Overview

Security
Orchestration and @-
-

orchestratiop,

i
Business s

i

|

Automation

Security

Incident Prioritize Intel Detect
Response . ek
Risk Decision
Platforms Making
Threat
Hunting
Threat )
Intelligence Respond Triage
Platforms

Thr, ; ligenc®
SOAR = SOA + SIR + TIP Sk lie

== UnB 59/83
59

CYBER THREAT INTELLIGENCE

CTI standards:

* STIX (Structured Threat Information eXpression)
- language to standardize:

» specifications;

*dumps of data;

*event communication;

* Other things as needed...

=5 unB 60/83
60
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CYBER THREAT INTELLIGENCE

STIX domains

x X Attack Pattern a Identity
Campaign = Indicator
s 7
a Course of Action Infrastructure
Grouping

Location

Malware

Malware Analysis

Intrusion Set Note

H UnB 61/83

61

CYBER THREAT INTELLIGENCE
STIX domains -
Vulnerability
o Relationship
Report B
=g unB 62/83

62
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CYBER THREAT INTELLIGENCE

STIX (structure): json
{

"type": "campaign”,

"id": "campaign--8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f",

"spec_version": "2.1",

"created": "2016-04-06T20:03:00.000Z",

"modified": “2016-04-06T20:03:23.000Z",

"name": “Threat actor XZY who attacks the finance sector”,

"description”: “campaign of XZY Group against services in the
financial sector.”

}

== UnB 63/83
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CYBER THREAT INTELLIGENCE

{STIX (relationship): json

"type": "relationship",

"spec_version": "2.1",

"id": "relationship--1b9f02a9-2239-4d28-a55d-0e36ab7064c3",
"created": "2021-12-20T12:39:22.417899Z2",

"modified": "2022-07-03T20:00:09.969896Z",

"relationship_type": "indicates",

"source_ref": "malware--€9140892-5f2f-439b-928d-4e87345fe07a",
"target_ref": "indicator--8926a394-5c2b-4fad-9353-b0e7c9f3a5a3",
"confidence": 55

}

g UnB 64/83

64
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CYBER THREAT INTELLIGENCE

Vulnerability

STIX (relationship): visualize

Campaign

g unB

65/83
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CYBER THREAT INTELLIGENCE

Disco Team Threat Actor Group
Threat Actor Type: Crime Syndicate

Roles: Agent

Sophistication: Expert
Resource Level: Organization
Primary Motivation: Personal Gain

Goals: Steal Credit Card Information

STIX (relationship): visualize

Attributed To

Indicator Type: Malicious Activity
Pattern: [url:value =
‘http://x429arb.cn/4712/']
Pattern Type: stix

Malicious Site Hosting Downloader

Disco Team
Identity Class: Organization

Contact Inform: : discc
teams@stealthemail.com

Valid From: 2014-06-29T13:49:37.079Z

X4z9arb Backdoor

Malware Types: Backdoor, Remote Access

Trojan

Is Family: False

Kill Chain Phases: [{kill_chain_name:
mandiant-attack-lifecycle-model,
phase_name: establish-foothold}]

66/83
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CYBER THREAT INTELLIGENCE

TAXII
* Trusted Automated Exchange of Intelligence
Information

* Application protocol to Exchange CTI using
HTTPS;

- defines an APl RESTful and a set of
requirements for clients in TAXIl Servers

H UnB 67/83
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CYBER THREAT INTELLIGENCE

Collections Channels
Consumer

Producer TAXl
Request — Client
e Publish
Response TAXII TAXI R Subscribe
* Client Client TAXII Consumer
Server
TAXII

Client

== UnB 68/83

68
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CYBER THREAT INTELLIGENCE

CYBER THREAT INTELLIGENCE

CTl tools

- Basically implements the standards and tries
to organize CTI data;

*Tries do provide a way to organize the CTI
cycle;

*Used to help in incident response issues;

* Document information;

E UnB 70/83
70
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CYBER THREAT INTELLIGENCE

Open Source @ Intelligence Intelligence _ n
. Software & Knowledge Base & Sharing Community Mlsp '

Threat Sharing

——— MISP OSINT feeds

—— misp-taxonomies
——  MISPcore %Open Standards
compliance documents
5 ——  misp-galaxy ——  suchas GDPR,
—— misp-modules ISO 27010:2015

MISP exchange
— core format

: ol threat intelligence
PYMISP misp-noticelist -_—
training materials

L— MISP objects template

misp-dashboard ——— misp-warninglists ISAC/ISAO
best practises

71/83
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CYBER THREAT INTELLIGENCE

5

MISP

Threat Sharing

- P RS B wiovra Your organisation only -
Malicious activities fEcribution ovseh Iaiomic sverd) sics  MDisplay  YFilters
Threat Level @ Analysis @
Event ID 10878 only 7 ‘,. ‘& o P
Diid ey | N i
org ciReL - harng group | Event Info
oo Pty

d Ransomware found on a production server
Contributors

Email alexandre. dulaunoy( Extends event

Tags

iy v oy 5ad8687b-0e10-4a8b-a157-46a5950d210f

Threat Level Low WMatched event

Anaysis. Inital Id: 10728

Distribution Allcommuntes @ Analysis: Completed

into Mallcous activiies Threat level: Low

Published No @] Tags:

#httributes 2

e 2018/05/04 02:38:11 Al @Attributes @ Object attributes ~ sty - - = =
‘malware_classification:malware-category="Ransomware

=) : |
Extends R osint:source-type="blog-post”
:xl:nded by y: ‘misp-galaxy:ransomware="CSGO Ransomware"
ightings 0(0)

; ‘misp-galaxy:ransomware-"MC Ransomware™
Retity — Inf: OSINT - inerat & GS-GO Ransomuare e For e Atenon
N— All communities [ YR &
. 2 k5 -
(EZIITTIETY Event not distributed to any sharing group - B ﬁ

attribute: ftp.ftp0118.info e = ®
estimative-language:confidence-in-analytic-judgment="high" SHT=Ieon i v
atribute: down down0116.nfo

High e muiti-botnet e

| obiect:ip-port "

attribute: 208.56.186.145,

EZ UnB 72/83
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CYBER THREAT INTELLIGENCE

Attack Pattern Q
+ Spearphishing Attachment - T1193 Q M Is P
+ Spearphishing Link - T1192Q =W

Threat Sharing

2 Scope #= Physics B Display Y Filters Export 'D History

-t
virustotal-report
©) Eait

file: ddcf49145d8c78198138a488b7[...]

target-org: utc.com

file: c052025b442995f04a68b1b6b2]...] o
rge
targets

targéis

contains

Istotal-report

L———Gonmlns

ail-dst: jatboss6@gmail.com

person

- (arge's
analysed-with
29846ab71]...]
conlam d-within ‘a,ge‘s
(iarget-org: gd.com)

g une
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CYBER THREAT INTELLIGENCE

event: (3013 dgalicious Javascript file recei... Threat Shari ng

event: (3890) M@n‘ 2016-08-24 (js in zip.

event: (3710) OSINT: PowerWare Ransomware Spo-.. @
- R o Y PRE ARG ovc
@ﬂ - attriNe. HKEY_CU Bl
event: (3040) JS Locky &)
Jil
event: (2857) OSINT - Locky Rl WOZMEMSEQHGMG“WM4

euery '“0%M@O%%E&%%ecwszwrummmsza&m%éggfa? Y

RuniLocky
tag: osint:source-type="block-or-filter-list™

Misent: (8192) Ransomware Tracker CSV-Feed feed attribute: ufgcegiv.pw
event: (3049) Ransomware - Emailing: file-312... galaxy: Locky
event: (3741) FBI Flash MC-000077-MW - kdc/gi. aftribute: compvomlssed hosl used for hosilg of locBbinary

-ty qRam gy 16.onion.link/DF 709D 1E553ETBEF

MISP =
‘% J o o Lockﬁ a%ﬁhﬁ"'?) | 1 X

- - even ) Locky Yetiso e 208.100.26.251 “ @
event: (8155) This list contains all IPs - A ... eyent: (2642) OSINT - Lacky- mﬁson ware M T
attribute: 6dyxgqam4crv6n6.on|on.m ©
event: ( foc LUCKW&VCM the sequel Pa. @ object: url everit: (8266) Locky Ransomware attack
= pmbw hitp
event: (2639) LOCKY Ff?ﬁ‘fﬁfr‘é%[%-:‘ Qe 230 Mivare Mimicsagfibute: oniorf i =
atfribute: IDFTWDIESW
e "
event: (8156) This list contains aﬂ%t‘shgmp I!Gdyxgqam4crv6rr6 oni@)cab/DF709D1ES53ETBEF

= attribute: 6dyxggam4crverré.onion.cab
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CYBER THREAT INTELLIGENCE

MISP (observations):
* Own standard

- DATA MODELS

MISP CORE FORMAT
MISP TAXONOMIES
MISP GALAXY

MISP OBJECTS
DEFAULT FEEDS

Databa:

0 W % Yy
APl USER] < API <

MISFJ

Threat Sharing

MISP XML and JSON
OpenlOC

STIX XML and JSON (export)
Suricata export

Snort export

CSV export

GFIl import

g unB
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CYBER THREAT INTELLIGENCE

Inputs

2

Aggregate cyber threat intelligence
feeds and pieces of information from
multiple systems and services.

Outputs

Feed detection
capabilities with
curated and accurate
detection as code.

Knowledge base about
threat ac
tactics and landscape.

Operational

é

Handle sightings, incidents and

including investigations
tly in the platform.

Modelization

Generative AL

Ingest vulnerabilities information, Import
ilable exploits and on-going
campaigns targeting them.

Reasoning

©

Be alerted and visualize [

ac
about cyber threats.

Strategic

G

sset management data such as

software versions and artifacts from

the information system.

purple teaming
based on actual threats.

76/83
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CYBER THREAT INTELLIGENCE

Threats

Arsenal

Dashboard Techniques

Entities
Analysis

Locations
Cases

Events Data

Observations Settings

g unB 77/83
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CYBER THREAT INTELLIGENCE

¢ R @O

20.97M 29.76K ¢ wem 10.12M

e 22.26K

nnnnnn
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CYBER THREAT INTELLIGENCE

CTI sharing problems:
*What will | share?
*Who will | share with?

*Why will | share?
*In what format will | share?

*Is there any temporal aspect to consider?
* Is knowledge/information classified?

== UnB 79/83
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CYBER THREAT INTELLIGENCE

Let’s try?

5 min activity

https://demo.opencti.io/dashboard

E! UnB 80/83
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FINAL REMARKS

*So... It was a really long journey of concepts,
technologies, problems...

* | will leave you with a research avenue with
one question...

How to apply trust and cyber threat intelligence in
the perspective of 6g considering what you have
seen in this week?

== UnB 81/83
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FINAL REMARKS

Q&A
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First Summer School on Security and
Privacy in 6G Networks

TRUST AND CYBER

THREAT INTELLIGENCE
IN THE PERSPECTIVE
OF 6G
Robson de Oliveira Albuquerque Faculty of Computer Science and Engineering, UCM
University of Brasilia Madrid (Spain), June 24 - 28, 2024
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